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UT 02 - Apéndice: Exploradores de red

Introduccion a las herramientas de red

Este apéndice se incluye en la Unidad de Trabajo como material adicional (de estudio no obligatorio)
para proporcionar al alumno informacién y herramientas relacionadas con la administracion de redes.

Para obtener informacién acerca del comportamiento de un sistema, redes de comunicaciones,
puertos abiertos, otros equipos conectados a la red, etc... se utilizan diferentes herramientas. Veamos
algunas de ellas.

Explorar un segmento de red: nmap

El siguiente articulo muestra algunos ejemplos de uso de la herramienta nmap:

http://rm-rf.es/nmap-linux-uso-ejemplos/
Por ejemplo, para mostrar los puertos disponibles en un equipo:

$ nmap 192.168.0.219

Starting Nmap 7.80 ( https://nmap.org ) at 2019-11-09 18:45 CET
Nmap scan report for Audax (192.168.0.219)

Host 1s up (0.00013s latency).

Not shown: 993 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

2049/tcp open nfs

10000/tcp open snet-sensor-mgmt

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds

Mostrar las rutas e interfaces de red de un equipo:

# nmap --iflist 192.168.1.100

Starting Nmap 5.21 ( http://mmap.org ) at 2014-09-26 18:45 CEST
************************INTERFACES************************

DEV  (SHORT) IP/MASK TYPE UP MAC

lo (lo) 127.0.0.1/8 loopback up

ethO (eth0®) 192.168.1.100/24 ethernet up XX:XX:XX:XX:XX:XX

**************************ROUTES**************************

DST/MASK DEV  GATEWAY
192.168.1.0/0 eth®
169.254.0.0/0 etho

0.0.0.0/0 eth® 192.168.1.1
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Explorar el propio sistema: netstat

La herramienta netstat proporciona informacion del propio sistema en el que se ejecuta, como
conexiones abiertas, puertos, etc...

https://www.linux-party.com/29-internet/8969-20-comandos-netstat-para-administradores-de-redes-

linux

Por ejemplo, para ver los puertos activos:

$ netstat -at

Conexiones activas de Internet (servidores y establecidos)
Direccidén remota

Proto Recib Enviad
tcp 0
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

o N oNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoN ol
[cNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNo)

Direccién local
localhost:mysql
0.0.0.0:netbios-ssn
0.0.0.0:41131
0.0.0.0:39213
localhost:24271
0.0.0.0:sunrpc
.0.0.0:webmin
.0.0.0:33173
ocalhost:domain
.0.0.0:ssh
ocalhost:ipp
.0.0.0:db-1sp
.0.0.0:microsoft-ds
.0.0.0:41021
ocalhost:17600
0.0.0.0:nfs
localhost:51235
localhost:17603
Audax:39326
localhost:43250
Audax:46316
Audax:60260

el eRoNalcoNaloNo)l

Estadisticas por protocolo:

$ netstat -s
Ip:
Forwarding: 2

131905 total packets received
1 with invalid addresses

0 forwarded

0 incoming packets discarded

126382 incoming
114337 requests

packets delivered
sent out

22 outgoing packets dropped
3 dropped because of missing route

0.0

[oNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNo]
[ocNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNo]

21

.0.0:

[ocNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNo]

22

* % X ok Ok X ok Ok X Ok Ok X F F X F

[oNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNo]

*

ok

. .137.37:1imap2
localhos
ec2-52-203-89-21.:https
wa-in-f109.1e100. :imaps

t:51235

Estado
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
ESCUCHAR
CLOSE_WAIT
TIME_WAIT
CLOSE_WAIT
ESTABLECIDO
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Icmp:

1921 ICMP messages received

1012 input ICMP message failed

histograma de entrada ICMP:
destination unreachable: 1082
echo requests: 839

1892 ICMP messages sent

0 ICMP messages failed

histograma de salida ICMP:
destination unreachable: 1053
echo replies: 839

IcmpMsg:

Tcp:

Udp:

InType3: 1082
InType8: 839
OutTypeO: 839
OutType3: 1053

6563 active connection openings
1014 passive connection openings
2019 failed connection attempts
466 connection resets received
18 connections established

77693 segments received

91235 segments sent out

214 segments retransmitted

0 bad segments received

3399 resets sent

75158 packets received

43 packets to unknown port received
0 packet receive errors

25297 packets sent

0 recelve buffer errors

2 send buffer errors

IgnoredMulti: 716
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Analisis avanzado: wireshark (anteriormente ethereal)

Para poder usar la herramienta wireshark hay que tener permisos suficientes, ademas de cumplir con
la legislacién oportuna. Podria ser ilegal realizar ciertas operaciones de analisis de red con esta
herramienta.

El siguiente articulo es una pequefia introduccioén a la instalacién y uso de wireshark:
https://geekytheory.com/curso/wireshark/instalar-wireshark

Si queremos usar esta herramienta con un usuario diferente de root hay que darle permisos,
afiadiéndolo al grupo “wireshark”:

$ usermod -a -g wireshark jose

Existe una utilidad similar, en modo comando: tshark (hay que ejecutarla como root, mediante “sudo
tshark”).

Veamos un ejemplo sobre la captura de las tramas en una red durante una conexion HTTP no
segura. En este ejemplo se ve como la contrasefia del usuario viaja sin encriptar por la red, y por
tanto se podria capturar con una herramienta como wireshark:

> *wlo1 (tcp port http)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals He

©© 4 m BAXg Q&2 oo 2 ENENaN &R SN
Fitter: | ‘v‘ Expression..  Clear  Apply  Guardar
Tine urce Destinatis Protocol| Lengt
.52499675¢ 192.168.0.219 213.229.137.12 TCP 66 43584 - 80 [ACK] Seq=690 Ack=2513 Win=63104 Len=0 TSval=2546868078 TSecr=1218914668 I
1525035091 213.229.137.12 192.168.0.219 Tcp 1035 80 - 43584 [PSH, ACK] Seq=2513 Ack=690 Win=11520 Len=969 TSval=1218914668 TSecr=2546867769 [TCP segment of a reassembled PDU]
.52505289¢ 192.168.0.219 213.229.137.12 Tcp 66 43584 - 80 [ACK] Seq=690 Ack=3482 Win=62208 Len=0 TSval-2346868078 Tsecr=1218914668
\52507447¢ 213.229.137.12 192.168.0.219 Tcp 1506 80 - 43584 [PSH, ACK] Seq=3482 Ack=690 Win=11520 Len=1440 TSval-1218914668 TSecr=2546867769 [TCP segment of a reassembled PDU]
525085027 192.168.0.219 213.229.137.12 Tcp 66 43584 - 80 [ACK] Seq=698 Ack=4922 Win=68800 Len=0 TSval=2546868078 TSeCr=1218914668
.52510472: 213.229.137.12 192.168.0.219 Tcp 643 80 - 43584 [PSH, ACK] Seq=4922 Ack=690 Win=11520 Len=577 TSval=1218914668 TSecr=2546867769 [TCP segment of a reassembled PDU]
.52511635¢ 192.168.0.213 213.229.137.12 Tcp 66 43584 - 80 [ACK] Seq=698 Ack=3499 Win=66288 Len=0 TSval=2546868078 TSecr=1218914668
.54218635¢ 213.229.137.12 192.168.0.219 TCP 442 80 - 43584 [PSH, ACK] Seq=5499 Ack=690 Win=11520 Len=376 TSval=1218914697 TSecr=2546868077 [TCP segment of a reassembled PDU]
1542237332 192.168.0.218 213.229.137.12 Tcp 66 43584 ~ 80 [ACK] Seq=698 Ack=5875 Win=63104 Len=0 TSval=2546868095 TSecr=1218914697
.55351084¢ 213.229.137.12 192.168.0.219 HTTP 88 HTTP/1.1 200 OK (text/html)

=0 TSval=2546868107 Tsecr=1218914699
gin&Itenid=g3&lang=es HTTP/L.1 (application/x-ww-form-urlencoded)

55356854 192.168.0.219 TCP 66 43584 - 80 [ACK] Seq=698
390924031 192.168.0.219 5 1122 POST /portal/index.php:

.46332684¢ 213.229.137.12 TCP 80 - 43584 [ACK] Seq=5895 Ack=1746 Win=17280 Len= TSval=1218915926 TSecr=2546872944
67 15.52044256 213.229.137.12 192.168.6.219 TCP 564 80 - 43584 [PSH, ACK] Seq=5895 Ack=1746 Win=17280 Len=498 TSval=1218915943 TSecr=2546872944 [TCP segment of a reassembled PDU]
68 15.52048644¢ 192.168.0.213 213.229.137.12 TCP 66 43584 - 80 [ACK] Seq=1746 Ack=6393 Win=63744 Len=0 TSval=2546873074 TSecr=1218915943
69 15.52659545¢ 192.168.0.213 213.229.137.12 HTTP. 829 GET /portal/index.php?option=com_internalcalendardview=1ist&aItenid=84&lang=es HTTP/1.1
70 15.53345581 213.229.137.12 192.168.0.219 HTTP. 88 HTTP/1.1 303 See other (text/html) (text/html)
71 15.53349899: 192.168.0.219 213.229.137.12 TCP 66 43584 - 80 [ACK] Seq=1746 Ack=6413 Win=64128 Len=0 TSval=2546873687 TSecr=1218915943
72 15.605550717 213.229.137.12 192.168.0.219 TcP 68 80 - 43586 [ACK] Seq=1 Ack=764 Win=11520 Len=0 TSval=1218915961 TSecr=2546873080
73 15.950735847 213.229.137.12 192.168.6.219 TCP 1506 80 - 43586 [PSH, ACK] Seq=1 Ack=764 Win=11520 Len=1440 TSval=1218916038 TSecr=2546873080 [TCP segment of a reassembled PDU]
74 15.95079083: 192.168.0.213 213.229.137.12 TCP 66 43586 ~ 80 [ACK] Seq=764 Ack=1441 Win=63184 Len=0 TSval=2546873564 TSecr=1218916038
75 15.951125737 213.229.137.12 192.168.6.219 TCP 1143 80 - 43586 [PSH, ACK] Seq=1441 Ack=764 Win=11520 Len=1077 TSval=1218916038 TSecr=2546873080 [TCP segment of a reassembled PDU]
76 15.95115065¢ 192.168.0.213 213.229.137.12 TCP 66 43586 -+ 80 [ACK] Seq=764 Ack=2518 Win=63184 Len=0 TSval=2546873564 TSecr=1218916038
77 15.951194607 213.229.137.12 192.168.6.219 TCP 1049 80 - 43586 [PSH, ACK] Seq=2518 Ack=764 Win=11520 Len=983 TSval=1218916038 TSecr=2546873080 [TCP segment of a reassembled PDU]
78 15.95121232¢ 192.168.0.213 213.229.137.12 TCP 66 43586 + 80 [ACK] Seq=764 Ack=3501 Win=62208 Len=0 TSval=2546873564 TSecr=1218916038

» Frame 65: 1122 bytes on wire (8976 bits), 1122 bytes captured (8976 bits) on interface ©
» Ethernet II, Src: IntelCor f5:13:ce (d4:25:8b:f5:13:ce), Dst: AskeyCom 91:81:f7 (d4:7b:b0:91:81:f7)
» Internet Protocol Version 4, Src: 192.168.8.219, Dst: 213.229.137.12

» Transnission Control Protocol, Src Port: 43584, Dst Port: 89, Seq: 698, Ack: 5895, Len: 1056

» Hypertext Transfer Protocol

» HTHL Form URL Encoded: application/x-ww-form-urlencoded

0350 61 38 66 35 33 37 32 32 39 65 63 61 37 30 33 65 a8f53/22 Jecal03e
0360 61 66 35 37 65 32 30 37 65 62 3d 63 66 65 36 38  af57e207 eb=cfe68
8370 63 62 65 35 65 30 37 36 62 30 31 63 31 32 66 61 Cbe5e@76 belcl2fa
0380 30 32 64 36 63 39 37 38 30 36 62 3b 20 38 62 31  02d6c978 06b; 8b1
0390 38 64 34 35 32 62 62 31 39 65 34 31 34 65 37 33  Bd452bbl 9e414e73
03a0 65 63 34 61 36 65 33 35 33 39 39 32 31 3d 65 73  ec4a6e35 39921=es
03b0 2d 45 53 0d 6a @d @a 75 73 65 72 6e 61 6d 65 3d sername=
63c0 6a 61 6a 69 6d 65 6e 65 7a 26 70 61 73 73 77 6f Z8passwo
03d0 72 64 3d 4a 41 4a 50 72 6f 66 65 30 30 26 72 65  rd-] re
03e0 74 75 72 6e 3d 61 57 35 6b 5a 58 67 75 63 47 68  turn=aW5 kzXgucGh
030 77 50 32 39 77 64 47 6c 76 62 6a 31 6a 62 32 31  WP29wdGl vbjljb21 H

0400 66 61 57 35 30 5a 58 4a 75 59 57 78 6a 59 57 78  faWS0ZXJ uYwxjYwx
8410 6C 62 6d 52 68 63 69 5a 32 61 57 56 33 50 57 78  LbmRhciZ 2aWV3PWx
742070 63 33 51 d 53 58 52 Ac 62 57 fic fih 50 54 67 nc30nSXR 1hWlkPTa

O®  File:"/tmpjwireshark_wlo1_2019... Packets: 92 - Displayed: 92 (100,0%) - Dropped: 0 (0,0%) | Profi...
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Ahora veamos un ejemplo de captura de tramas durante el proceso de asignacion de pardmetros de
red por DHCP:

Paso 1: DHCP DISCOVER

2059 80.7119260060.0.0.0 255.255.255.255
2060 80.71609400€ 192.168.1.1 192.168.1.15
2061 80.71682300€0.0.0.0 255.255.255.255
2073 81.72372400€ 192.168.1.1 192.168.1.15

2665 85.49938500€0.0.0.0 255,255,255,

NHCP Discover - Transaction 8x184b8az2
DHCP Offer Transaction 8x184b8a2
DHCP Request - Transaction ID 8x184b8a2
68 DHCP ACK - Transaction ID ©x184b8a2
68 67 DHCP Request - Transaction ID @x46cldf4d

captured (2736 bits) on interface @
Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Dst: 255.255.255.255 (255.255.255.255)

» Frame 2059: 342 bytes on wire (2?35 bi
»Ethernet II, #
»Internet Protocol

ntncnl Src Port: 68 (68

pUser Datag Dst Port: 67 (67)
Bootstrap Protocol (Discover)
Paso 2: DHCP OFFER
2859 BEJ ?119269989 8.8.8 255.255.255.255 DHCP 68 67 DHCP Dlscover - Transactlon ID 8x184b8a2
2060 80.71609400€ 192.168.1.1 192.168.1.15 DHCP 67 68 DHCP Offer - Transaction ID 8x184b8a2
2061 80.71682300€0.0.0.0 255.255.255.255 DHCP 68 67 DHCP Request - Transaction ID ©x184b8a2
2073 81.72372400€ 192.168.1.1 192.168.1.15 DHCP 67 68 DHCP ACK - Transaction ID ©x184b8a2
2665 85.499385006€0.0.0.0 255.255.255.255 DHCP 68 67 DHCP Reguest - Transaction ID Ox46cldf4d

p Frame 2060: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface @
pEthernet II, Src: Netgear 90:23:7b (a@:21:b7:90:23:7b), Dst: LcfcHefe 46:96:e3 (68:17:28:46:96:e3)
p Internet Protocol Version 4,[Src: 192.168.1.1 (192.15%.1.1;,|pst: 192.168.1.15 (192.168.1.15) |

» User Datagram Protocol, Src Port: 67 (67), Dst Port: 68 (68)
) Bootstrap Protocol (0ffer)

Paso 3: DCHP REQUEST

2059 80.71192600€0.0.0.0 255.255.255.255 DHCP 68 67 DHCP Discover - Transaction ID ©x184b8a2
2060 80.71609400€ 192.168.1.1 192.168.1.15 DHCP 67 68 DHCP Offer - Transaction ID 0x184b8a2
2061 80.71682300€0.0.0.0 255.255.255.255 DHCP 68 67 DHCP Request - Transaction ID 0x184b8az
2073 81.72372400€192.168.1.1 192.168.1.15 DHCP 67 68 DHCP ACK - Transaction ID @x184b8a2
2665 85.49938500€0.0.0.0 255.255.255.255 DHCP 68 67 DHCP Reguest - Transaction ID @x46cldf4d

» Frame 2861: 355 bytes on wire (2848 bits), 355 bytes captured (2840 bits) on interface @
»Ethernet II, Src: LcfcHefe 46:96:e3 (68:f7:28:46:96:e3), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Internet Protocol Version 4, |Src: 8.6.0.8 (0.6.0.8),|Dst: 255.255.255.255 (255.255.255.255)

p User Datagram Protocol, Src Port: 68 (68), Dst Port: 67 (67)
4Bnntstrap Protocol {Request)l

Paso 4: DHCP ACK

2059 80.71192600€0.0.0.0 255.255.255.255 DHCP 68 67 DHCP Discover - Transaction ID 8x184b8a2

2060 80.71609400€ 192.168.1.1 192.168.1.15 DHCP 67 68 DHCP Offer - Transaction ID ©x184b8a2
2061 80.71682300€0.0.0.0 255.255.255.255 DHCP 68 67 DHCP Request - Transaction ID 8x184b8a2

PLVER )N
2665 85

.72372400€ 192.168.1.1 192.168.1.15 DHCP 67 Transaction ID @x184b8a2
.49938500€0.0.0.0 255.255.255.255 B DHCP Request Transaction ID @x46cldf4d

pFrame 2073: 342 bytes on wire (2736 bits), 342 bwtes—<aptured (2736 bits) on interface @
pEthernet II, Src: Netgear 90:23:7h 8v21:D7:90:23:7b), Dst: LcfcHefe 46:96:e3 (68:17:28:46:96:e3)
pInternet Protocol Ve 2 rc: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.15 (192.168.1.15)
pUser Datagrai Protocol, Src Port: 67 (67), Dst Port: 68 (68)

» Bootstrap Protocol (ACK) |
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Tutoriales y ejemplos de analisis de redes

Para finalizar, enlazamos algunos articulos relacionados con herramientas de analisis de red:

https://sequridadyredes.wordpress.com/2008/02/14/analisis-de-red-con-wireshark-interpretando-los-
datos/

https://seguridadyredes.wordpress.com/2008/04/30/tshark-wireshark-en-linea-de-comandos-i-parte/
Y aqui tenemos dos articulos mas, relativos al uso de nmap y netstat:

https://infosegur.wordpress.com/unidad-5/servicios-de-red-nmap-y-netstat/
https://superuser.com/qguestions/1065478/what-is-the-difference-between-nmap-and-netstat
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